INTRODUCTION
THE current trend in network management is to add more intelligence toward the edges of the network infrastructure, while at the core is to continue providing fast switching and forwarding. The aim is to sustain the incremental speed and availability demands within the communication networks.
The high increase of the hardware capabilities -both in terms of CPU power and memory availability -is an enabling factor in designing network equipment capable of identifying the content transferred within the packet and applying specific routing policies.
At the same time, multimedia content is anticipated to be increased by at least a factor of 6 before the beginning of 2012, rising to more than 990 Exabytes, mainly fueled by the users themselves [1] . In order to cope with this versatile content and services, future network equipments should become content-aware. This capability will offer more possibilities to the network management entities in order to efficiently manage the network and to provide flexible and dynamic traffic handling and QoS assurance functions [2] . The packet classification issue is very important because it offers a way to differentiate the packets as they traverse different networks and also because many different services can be provided through packet classification.
Given the above mentioned considerations, this paper describes a new solution for classifying the data packets by taking into consideration not only the common fields, but also the content aware features .
Due to the importance of this subject, many algorithms for packet classification already exists in the literature. As a designer of a new algorithm based on content awareness, it is very important to understand the requirements of the problem and how these demands are expected to evolve. Similar to the address lookup algorithms, the most two widely used metrics for packet classification are the search speed and the memory storage space occupied by the data structures of the algorithm. There are as well other important metrics, as follows:
• Link speed: As physical links are getting faster, the need for efficient classification algorithms is greater than ever. This requirement translates into making a classification decision for an arbitrary packet during the time allocated for handling a minimum-sized packet (Internet traffic measurements [3] show that approximate 50% of the packets that arrive at a router are TCP-acknowledgment packets, which are typically 40-byte packets). This issue is much more severe for very high speed links. For example, at OC-768 rates (i.e., 40 Gbps) with a minimum packet size of 40 bytes, we need to handle 125 million packets per sec. Because the memory access time is expensive and represents the true bottleneck in a real system, dictating thus the worstcase scenario, the link's speed is usually measured in terms of the number of memory accesses that are required to accomplish a packet transfer.
• Memory space: Minimizing at the algorithm level the size of the memory required to run the algorithm is paramount. This is because the smaller the required memory, the higher the New Packet Fields for Content Aware Classification
Radu-Dinel Miruţă, Cornelia-Ionela Bădoi, Eugen Borcoci Faculty of Electronics, Telecommunications and Information Technology, "POLITEHNICA" University of Bucharest, Splaiul Independentei 313, Sector 6, R-060042, Bucharest, Romania mraducu@gmail.com changes of being implementable by using fast memory technologies, as Static Random Access Memory (SRAM). Onchip SRAM provides the fastest access time (around 1 nanoseconds) and can be used as on-chip cache for softwarebased algorithm implementation. As to meet the very aggressive timing, any efficient hardware-based implementation must locally embed SRAM (on-chip) [4] .
• Database updates: As the classification requirements often change: new rules are added, existing rules are deleted or modified, the data structures used by an algorithm need to be updated. The data structures can be categorized into those updated incrementally and those that need to be rebuilt from scratch every time there is a change is the database's rules set. Generally, such updates are not very demanding in the case of the core routers, where the rules are changed infrequently. However, edge routers that support dynamic packet filtering or packet intrusion detection need to identify and to track certain patterns; thus, faster updates are required.
• Number of header fields: An ideal classifying algorithm should be able to handle an arbitrary large number of header fields for classification, in the minimum period of time. The organization of the paper is the following. Section II presents samples of related work. Section III is an overview of the ALICANTE architecture. The section IV is the main part of the paper; it is focused on the new packet fields for content awareness. Conclusion, open issues and future work is shortly outlined in the Section V.
II. RELATED WORK
The packet classification has undergone a continuous evolution over time until the optimizations achieved today. Thus, the first solutions were based on simple algorithms using Naïve solutions, where all the rules are stored as a linked list sorted by cost (in increasing order) and an incoming packet is checked against each rule sequentially until a rule that matches all relevant fields is found. At this moment, the algorithms have significantly evolved, being enabled by sophisticated QoS requirements and hardware developments for communication networks.
Because checking a packet against one rule takes non-zero processing time, the Naïve solutions have poor scaling properties relative to the number of rules that are required to match. Therefore, other more efficient approaches, such as hierarchical trees, tuples spaces, divide and conquer (with or without special hardware accelerators), are introduced in order to meet specific requirements [4] .
The Lucent bit vector scheme, which is part of the divide and conquer approach, provides comparable performance for medium-sized classifiers with a few thousand of rules and it consumes much less memory relative to the Recursive Flow Classification (RFC) [4] . Since it employs bitwise AND operations on all the bits representing the rules for identifying the matching ones, it does not scale well with the rules' set for large classifiers. The aggregated bit vector scheme attempts to mitigate the lack of scalability by using summary bits. However, it suffers from false positives (detecting a rule match when there isn't), leading to unpredictable average time to perform a complete search. The dynamic updates for the Lucent bit vector scheme are slow, as many bit vectors need to be reconstructed (practically, the entire data structure is rebuilt). For larger classifiers, the decision tree approaches seem to be more attractive by providing a good trade-off between speed and memory. These approaches work well in practice, with the exception of databases that contain large numbers of wildcards in one or more fields. However, the overall performance of the decision tree approaches is governed by various parameters that are not characterized. In general, for a real system, the average search time achieved by an algorithmic approach is based on exploiting certain assumptions and characteristics of the classifiers. It is not clear whether these assumptions will continue to hold true for the non-algorithmic approaches, unless they are extensively validated. Hence, the worst-performance cases of these algorithmic approaches might degrade in reality. However, solutions based on Ternary Content-Addressable Memory (TCAM) are independent of such assumptions. This is because TCAM presents an exhaustive search of all the rules and, at the same time, provides the fastest search speed. Even though, TCAM solutions have their own disadvantages of high power consumption and rule blowup due to port ranges. Recent research in this direction seems to mitigate the importance of some of these issues [4] . If all these schemes work well and part of them are implemented on different machines according to the particular classification requirements, none of them addresses the content aware issue. They cannot take into consideration the content of the packet in the classification process. In this paper, the content awareness is made part of the classification process and represents the novelty of our proposal.
Commex Technologies with Vulcan Architecture [10] address a content aware routing concept. In order to classify the incoming traffic, a classification engine is used to locate specific patterns in the packet (e.g., the text string "john smith"). Based on the fields and the extracted patterns, the Commex Vulcan NIC sends the relevant data to a specific host core or other network port. Vulcan architecture differentiates between the high and lower priority data by labeling the payload with specific text strings as "buy", "sell" or "stop order", in the case of an automatic trading application [10] . Thus, Commex technologies approach content-based routing, but in a restricted manner because of the few text strings that can label the payload. Another weak aspect of this approach is the necessity to inspect the packet payload.
This research is part of the new European FP7 ICT research project, "Media Ecosystem Deployment Through Ubiquitous Content-Aware Network Environments", ALICANTE [5] adopted the Network-Awareness at Applications layers (NAA)/ Content-Awareness at Network layer (CAN) approach, while acting to define, design and implement a multi-domain Media Ecosystem.
III. OVERVIEW OF THE ALICANTE ARCHITECTURE
The ALICANTE project proposes a novel concept and architecture, Future Internet (FI) oriented, towards the deployment of a networked 'Media Ecosystem', based on a flexible cooperation between Service Providers (SP), Network Providers (NP), and End-Users (EU). The solution enables EUs to access the media services that are offered in various contexts, and also to share and deliver their own media content and services dynamically, seamlessly, and transparently relative to other users. Figure 1 shows a high level view of the ALICANTE concept. The environments and layers are shown in a vertical decomposition. Innovative entities like MediaAware Network Elements (MANE), Home-Box (HB), along with environments interactions are also depicted [6] . Figure 1 . ALICANTE Concept and System Architecture [7] The architecture and main concepts are defined in [6] [7] [8] and we will present here a brief summary only. To enable the key concepts described above, two novel virtual layers are suggested in ALICANTE, on top of the traditional network layer, making virtual the network nodes: one layer essentially for packet processing (CAN layer) and the other mainly for content delivery to End-Users (Home-Box layer). Some further details of this process are as follow:
-Virtual Content-Aware Network (VCAN) is an overlay network offering an enhanced support for packet payload inspection, processing and caching in network nodes. The specific components in charge of creating this VCAN are the MANE, i.e., the new CAN routers. A CAN manager entity is controlling the VCAN logical infrastructure, via Intra-domain Network Resource Managers (to preserve each domain independency). VCAN can improve data delivery by classifying and controlling messages in terms of content, application and individual subscribers. It improves QoS assurance, via classifying the packets and associating them to the appropriate CANs. It may apply content/name-based routing and forwarding. An important feature is the flows adaptation, which can be done per flow in network nodes, to respond at changes in the end-to-end chains (terminal, access network or core network). The network security level can be increased via content-based monitoring and filtering. Therefore, CAN -NAA can provide higher levels of performance, End-User experience, and can enable application and subscriber-specific data forwarding. For scalability reasons, in a first phase of deployment, the MANE nodes can be installed at the edge of IP core domains only.
-Virtual Home-Box layer is a middleware layer, which uses CAN services and takes into account network-aware information delivered upward by the CAN layer (e.g., can get network distances in order to improve P2P peering for HBs working in such a mode (ALTO problem- [9] )).The HBs cooperates with User and Service environments. They assure functions such as adaptation, service mobility, security, and the entire management of services and content. A new specific middleware is thus proposed, working in conjunction with the other layers. The content-aware network router (i.e., MANE) is an innovative intelligent network node. It detects the content type in order and performs appropriate processing (filtering, routing, adaptation, security operations, etc.) according to the content properties (described by metadata or extracted by protocol field analysis) and also depending on network properties and current status. The results of the content related information analysis consist of some metrics, which allow choosing the best strategy to adopt for the content flow processing [6] .
IV. NEW FIELDS FOR CONTENT AWARE CLASSIFIERS
Because the MANE router from ALICANTE must classify data packets considering content based information, its classifier should also be capable to process the content information of the packet header in addition to the classical headers.
A. Content Awareness Transport Information (CATI)
The main purpose of Content Awareness Transport Information is to enable the content awareness features at CAN layer. More specifically, for the delivery of each individual media service, its related CATI will be first constructed at the SP/CP Server side according to the media service definition, the SLA with End User and the SLA with CAN; at the Virtual Home Box Layer, the CATI will be inserted into the transmission data packets. At the CAN Layer, the transmission data packets will be inspected and the CATI will be used to enable the Content Awareness features. The CATI header consists of a fixed length and well structured bitstring as depicted in Table I:   TABLE I. CATI HEADER STRUCTURE   0  1  2  0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 
5 U M A STYPE SST SPR VCANID EXT
Where each field of the header will be interpreted as follows: -U is defined for multicast or unicast services and is 0 for unicast and 1 for multicast, respectively. It is necessary for the multicast framework in order to identify if a flow is multicast or not. The overlay multicast approach does not maintain the multicast address in the core part of the network. -M indicates the presence of CATI extension (0: no extension, 1: extension present). If 1, MANE also reads the data available in the header extension field. -A represents the adaptability of the service (0: no adaptation, 1: adaptation). If 1, signals at the MANE may be applied. -STYPE is the acronym for the service type field. The combination of the 4 bits will represent types of services, as push content, user interaction, web based services, LIVE TV, VOD, content download, etc. -SST represents the service subtype, such as big size, small size, http streaming, instant messaging, HD, 3D, SD or other necessary characteristics of a finer granularity. -SPR defines the service priority, where the four variants are as follows: 00 -Default, 01 -Silver, 10 -Gold and 11 -Platinum. MANE consults the appropriate table and marks the corresponding flow with the indicated DSCP. -VCANID is a value that corresponds to different VCANs. -EXT represents an extension header, dedicated to the future usage.
B. Using CATI fields for creating a multifields content aware classifier
In order to use the content feature in the packet classification process, our solution proposes the utilization of some CATI fields by a new multidimensional packet classifier. Thus, one field of the suggested classifier is represented by the 6 bits associated with the VCAN ID. These 6 bits may generate 64 possible values, and are inserted at the CATI initialization respecting the following rule (services priority is assumed to be established in advance, as Platinumthe most important and Default -the least important):
Platinum services -VCAN ID: 48-63; Gold services-VCAN ID: 32-47; Silver services -VCAN ID: 16-31;
Default services-VCAN ID: 0-15. Hereby, all the packets containing a bit sequence beginning with "11" in the VCAN ID field belong to Platinum service type, and the ones beginning with "00" belong to Default service type.
The number of bits to be initially inspected depends on the number of existing VCANs in the system (if there are only a few VCANs, it is enough to inspect only first 2 bits, otherwise, the first three need to be examined in order to get finer granularity).
Other field used in the content aware classification is the "U" field. Inspecting only one bit, the classifier relieves the overall router processing and determines if the flow is multicast or unicast. It is very efficient for the router to verify only a single bit and to conclude thus the type of the flow.
STYPE field of the CATI header is the third one used in the suggested multi-field classifier. Using the 4 bits combination of the STYPE field, 32 different service types can be created. Thus, a finer granularity in terms of content results for the packet classification. The association between each 4 bits sequence and the corresponding service types is assumed to be known in the entire network.
C. Lucent Bit vector algorithm adaptation for the new multifields classifier
As Lucent Bit vector algorithm uses in the first phase hierarchical tries to obtain the best matching rule in order to classify a new incoming packet, the new solution processes the three presented new header fields (VCAN ID, U and STYPE). To demonstrate the functionality of the content aware classification algorithm, we consider the classifier from Table II . Unlike the others, this classifier contains the new defined fields needed to achieve a content aware classification.
By keeping the working principle of the Lucent bit vector algorithm [4] and after identifying the prefixes of the U, STYPE and VCAN ID fields, the field sets associated with the classifier and three binary tires are built, as illustrated in Figure 2 : We consider an incoming packet with U=0, STYPE= 011 and VCAN ID=1011. After performing first U search, it is found 10100010 binary vector corresponding to prefix 0. In the next step, STYPE field is checked and it is found 01100011 binary vector, which corresponds to the 0* prefix. Finally, we search in VCAN ID field obtaining 00100000 binary vector that corresponds to 101* prefix. Then, by performing a bitwise AND operation, the final result is obtained in the form of the bit vector 00100000. Since the lowest bit position in the outcome bit vector is three, the best matching rule is R 3 .
D. Tuple space adaptation for the new multifields classifier in order to obtain content awareness
In order to demonstrate the possibility of using the three new fields as an improvement in different classifying algorithms, we illustrate below how the content aware packets can be classified using the tuple space approach (detailed in [4] ). We are using the classifier example from the Table II . Also, the unique length of the U field is 1, indicating if the packet is unicast or multicast. The possible lengths of the STYPE field are 0, 1 and 2, while the distinct lengths of the VCAN ID field are 2 and 3. Thus, the tuple space consists of the set T= { (0,2); (0,3); (1,2); (1,3) ; (2,2); (2,3) }. A rule maps to tuple T, if, for all i, the length of the prefix specified in field F i consists of exactly T[i] bits. The search begins with tuple (1, 0, 2) by using the key "010", generated form the first bit of the U field and from the first 2 bits of the VCAN ID field. Note that tuple (1, 0, 2) does not involve any bit of the STYPE field. The key "010" is used to probe the hash table for tuple (1, 0, 2) and does not match any rule. For the next tuple (1, 1, 2), the key "0010" is generated. Because this key does not match any rule, the search moves to tuple (1, 1, 3) . At this stage, key "00101", which matches rule R 3, is generated. For the moment, R 3 is kept track of as Rbest and the search moves to the next tuple (1, 2, 2). The generated key "00110" does not match any rule. There are no more tuples to be examined and, therefore, R 3 is declared to be the best matching rule.
V. CONCLUSIONS
This paper suggested a new possibility to classify the data packets based on content information, as part of the ALICANTE project work. Firstly, new fields, as U, STYPE and VCAN ID, were introduced in the context of the content aware packet classification. Then, the Lucent Bit vector algorithm and also the tuple space approach were modified in order to respond to new fields utilities and, thus, to the content aware classification of the packets. It has been demonstrated that, in the context of using VCAN ID, U and STYPE new fields, modifying Lucent Bit algorithm (case 1) and searching in the tuple space (case 2), produces the same result, as shown in the last part of this paper. The obtained results encourage us to continue this work and to implement it in a real time platform. Further, the possibility to use the proposed VCAN ID, U and/or STYPE fields with others algorithms, which take into consideration the content aware information of the packets, will be analyzed.
